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School action: CONSENT required
Assessment Outcome: Medium Risk

Game based learning platform.
Risk Rating

Service Summary

Version: Paid

Tags Online games; Quizzes; Assessment; Activities
URL: https://kahoot.com/

Purpose of Use: Game based learning platform.

Consent information and hosting

Data Hosting: Offshore (outside Australia)

Data Classification: Non — personal identifying information
X Personal identifying information

X Sensitive Information

Parent/carer consent: X Data is stored offshore

X The service provider requires parental consent before disclosure/use of
the service with student information.

[IStudents’ images, videos, work are uploaded and published to the service.
Note: Ensure Permission to publish students images and work for school
purposes has been obtained from parents before using this aspect of the
service.

Age Restriction: None

Actionable treatments

[Status]



Account registration is required to access this service. This
increases exposure to information security risks relating to

Risk

Treatment

e  Ensure only mandatory fields are completed when
registering accounts.

the protection of personal information security from misuse, e Do not use organisational passwords when registering
loss, unauthorised access or disclosure when it is not an account.
intended to be made publicly available. e This service does not require users to complete accurate

This service provides online learning activities and/or game
functionality. Responses to these games can include
predetermined response options and free text fields. Use of
free text fields increases the risk of personal or sensitive
information being disclosed to the service.

Responses to user generated learning activities and/or games
may contain personal, or sensitive information that is not

authorised for disclosure

information when registering accounts. Users should
create accounts using anonymous and/or organisational
details where possible.

Consent information for parents/carers

®  Provide clear guidelines for students when completing
free text fields to ensure they do not disclose sensitive
or personal information. If sensitive information is
inadvertently collected via free text fields, request the
users or service provider to remove the data.

e  Structure activities or questions to avoid the collection
of personal or sensitive information.

Name of Service:

Purpose:

Information Disclosed:

Website:

Terms of Use:

Privacy Policy:

Kahoot

Game based learning platform.

e  Student name
e  Student work/content
e (Class details

https://kahoot.com/

https://trust.kahoot.com/terms-and-conditions/

https://trust.kahoot.com/privacy-policy/

https://kahoot.com/student-privacy-policy/

Data Location: Offshore (outside Australia)

e  Student email
e  School name

e  Student geolocation data

Date of Assessment: October 2021




