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Online portal for assessment

Risk Rating
Service Summary
Version: Paid
Tags Assessment; Reporting and Analytics; Academic Testing
URL: https://elastik.com/en-au/
Purpose of Use: Online assessment tool to identify gaps in student's learning.

Consent information and hosting

Data Hosting: Onshore (in Australia)

Data Classification: Non — personal identifying information
X Personal identifying information

X Sensitive Information

Parent/carer consent: [JData is stored offshore

L The service provider requires parental consent before disclosure/use of
the service with student information.

XStudents’ images, video, work is uploaded and published to the service.
Note: Ensure Permission to publish students images and work for school
purposes has been obtained from parents before using this aspect of the
service.

Age Restriction: None

[Status]



Actionable treatments

Risk

Account registration is required to access this service. This
increases exposure to information security risks relating to
the protection of personal information security from misuse,
loss, unauthorised access or disclosure when it is not
intended to be made publicly available.

Use of forms/surveys may result in unauthorised collection,
over collection, storage, and/or disclosure of personal,
sensitive or organisational information (e.g., when contact
information is uploaded for distribution purposes or via
responses)

Storage of communication generated in this service may not
meet the organisation's obligations under applicable records
legislation.

Treatment

Ensure only mandatory fields are completed when
registering accounts.

Do not use organisational passwords when registering
an account.

This service does not require users to complete accurate
information when registering accounts. Users should
create accounts using anonymous and/or organisational
details where possible.

select or design questions or response fields to limit the
collection of personal, sensitive, and organisational
information where possible.

only collect information that is reasonably necessary to
fulfil the purpose of use;

if using the service to collect updates to school records
(e.g., parent contact details, absence), implement an
identity verification process (e.g., phoning parents) to
validate the change/s.

Ensure records that are generated are transferred to an
authorised recordkeeping system, as these may need to
be retrieved at a later date.

Consent information for parents/carers

Name of Service: Elastik)

Information Disclosed: * Studentname

e  Student date of birth

e C(lass details

e School address

Website: https://elastik.com/en-au/

e  Student grade or performance data

e School/Teacher email address

e  Student attendance (optional)

Data Location: Onshore (within Australia)

Purpose: Online assessment tool to identify gaps in student's learning.

e  Student photos (optional)

e  Gender

®  Medical or health

e Student behaviour (optional)
e  School/Teacher name

e School Year

Terms of Use: https://elastik.com/wp-content/uploads/2022/09/elastik Au_Security-and-Risk-

Assessment 2022.pdf

Privacy Policy:

https://elastik.com/wp-content/uploads/2022/09/elastik Au_PrivacyPolicy 2022.pdf

Date of Assessment: 11/01/2024




