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Assessment Outcome: Low Risk

Teaching software.

Risk Rating

Service Summary

Version: Paid

Tags Learning activities; Online games; Literacy; Reading/Comprehension; Numeracy

URL: https://www.3plearning.com/

Purpose of Use: Blended teaching software for class, home, and everywhere in between.

Consent information and hosting

Data Hosting: Offshore (outside Australia)

Data Classification: XINon — personal identifying information
X Personal identifying information

[JSensitive Information

Parent/carer consent: Data is stored offshore

X The service provider requires parental consent before disclosure/use of
the service with student information.

XStudents’ images, videos, work are uploaded and published to the service.
Note: Ensure Permission to publish students images and work for school
purposes has been obtained from parents before using this aspect of the
service.

Age Restriction: None

[Status]



Actionable treatments

Risk

Account registration is required to access this service.

This service allows users to upload files, share and
collaborate with others. Content may include sensitive
personal information, intellectual property/copyright
materials, and/or organisational information. Information
stored about the user builds a user profile within the service,
which may be vulnerable to identity theft if a data breach
occurs. Further, once intellectual property is uploaded to this
service, users may no longer have ownership of it and/or the
ability to prevent the sharing of it

Consent information for parents/carers

Treatment

Ensure only mandatory fields are completed when
registering accounts.

Do not use organisational passwords when registering
an account.

Users must not upload any material (e.g., written,
audio, video etc.) that they do not own or have not
created, or any material that infringes Intellectual
Property rights such as copyright. If not specifically
required for the purpose for which the service is being
used, users must not upload or share content that
contains personal (e.g., information that could be used
to identify the user, including photos) or sensitive
organisational information.

To comply with privacy legislation, parent consent may
be required for all students under 18 years if personal
information is disclosed and stored within the service.
Refer to your organisation's policies and procedures to
determine consent requirements.

Name of Service: 3P Learning (Reading Eggs, Reading eggspress
Mathletics, Mathseeds)

Information Disclosed: * Studentname

e  Student date of birth
e  Student year level

e  Student responses

Website: https://www.3plearning.com/
Terms of Use: https://www.3plearning.com/terms/?
Privacy Policy: https://www.3plearning.com/privacy/?

Data Location: Offshore (Outside Australia)

Purpose: Blended teaching software for class, home, and everywhere in between.

e  Student email
e  Student work

e  School name

Date of Assessment: December 2019




